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Crest Advisory Africa (Pty) Ltd is a well-established, industry 
leader, specialising in Digital Forensics, as well as Information and 
Cyber Security. 

 
At Crest Advisory Africa we strive to provide our customers with 
innovative, yet affordable ICT Solutions. Our facilities boast a  
state-of-the-art digital forensic laboratory, safely and securely 
situated within the heart of South-Africa’s largest research institute. 
Our investment in technology and highly skilled resources, ensure 
that we stay ahead of our competitors, and allow us to deliver 
services and results of the highest standard and quality. 

 
Our mission is to create sustainable and long-term relationships 
with all our customers. This is achieved by delivering Digital 
Forensic Services with pinpoint accuracy, and to the highest quality 
standards. Furthermore, delivering fundamental and thought 
leading Information and Cyber Security Services, that ensure the 
safeguarding of information assets owned by our customers and 
future customers alike. 

 

Our Industry-Leading Services Include: 

Digital Forensics 

Mobile Forensics  

Computer Forensics  

Network Forensics  

Storage Device Imaging 

Data Recovery and Electronic Discovery 

InfoSec 

Penetration Testing  

Vulnerability Assessments  

ICT Controls Assessments 

End-User Awareness Programs Cyber TSCM 

“Specialists in the Protection, Safeguarding and Recovery 

of Information Assets” 
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Computer Forensics is the preservation, identication, extraction, 
interpretation, and documentation of computer evidence to 
include the legal processes, the integrity of evidence, factual 
reporting of the information found, and the ability to provide an 
expert opinion in a court of law or other legal proceedings with 
regards to the findings. 
 
Crest Advisory Africa guarantees proper management of digital 
forensic acquisitions regardless of the device that we acquire 
information from, e.g. computers, laptops, tablets, smartphones, 
storage devices, and so forth. We seize the device and place it in 
a secure environment to prevent any contamination. After that, we 
create two forensic duplicates of the data on which we perform all 
analytics and investigations, and we return the original device to 
its owner. 
 
We follow the internationally accepted best practice while 
collecting, examining, analysing and reporting on any digital 
evidence. We only make use of the most sophisticated software 
and hardware. Therefore, having a reliable and experienced 
forensics team at your side can help your organization avoid 
unnecessary and costly employment litigation. 

 

 

 

 

 

Computer Forensics 
 

 

 

 
 



 

 

 

 

 

 

Mobile Forensics 
 

 

 

 
 

The ability to keep in touch with family, business associates, and 
to access emails are only a few of the reasons for the increasing 
importance of mobile phones. Today's technically advanced cell 
phones are capable of receiving and placing phone calls, storing 
data, taking pictures, to name just a few of the numerous 
functions. 
 
When cell phones were first introduced to the public, they were 
bulky, expensive, and tough to use but as mobile phones 
developed and became simpler to use, they also became more 
vulnerable. Cell phones are perfect to stay connected with others 
and provide the user with a sense of security, but on the downside, 
our mobile phones are not only just valuable in themselves, but 
many of them contain valuable and confidential data. 
 
Mobile phones often, if not always, contain a greater amount of 
valuable data than computers do which make it very tempting for 
syndicates to steal your personal information without you even 
noticing. We can perform specified investigations on mobile 
devices to suit the particular need of our client. We also provide 
malware and spyware scans to detect any unwanted 
eavesdropping. 

 

 

 

 



 

 

 

 

 

 

 

Network Forensics is the capture, recording, storage and analysis 
of network events to discover the source of security attacks or 
other problem incidents. The purpose of Network forensics is to 
record every packet of network traffic to a single searchable 
repository to examine the traffic in great detail. Collecting a 
complete record of network activity can be invaluable for 
addressing technical, operational, and organizational issues. 
 
Network Forensics can uncover the low-level addresses of the 
communicating systems, which can be used to trace an action or 
conversation back to a physical device. The entire content of 
emails, Instant Messaging conversations, web surfing activities 
and file transfers can be recovered and reconstructed to reveal 
the original transaction. 
Moreover, the protocol data that surrounded each conversation is 
often treasured. 
 

The following are only some of the uses of Forensics Network: 

- Finding proof of a security attack 

- Troubleshooting Intermittent Performance Issues 

- Monitoring User Activity for Compliance with IT and HR Policies 

- Identifying the Source of Data Leaks 

- Monitoring Business Transactions 

- Troubleshooting VoIP and Video over IP 

Network Forensics 
 

 

 

 
 



 

 

 

 

 

 

 

Penetration testing or ethical hacking is the process of evaluating a 
company's ICT security and incident response systems to determine 
if there are any exploitable vulnerabilities which can be used harm 
to the organisation or its reputation. In short penetration testing is an 
attempt to gain access to company resources or information without 
the target taking notice. Penetration testing can thus be described 
simply as hacking with permission, also known as 'ethical hacking.' 

 

What we offer: 

- Black Box Testing: The Black Box assessment is simply a 
penetration test conducted with little to no knowledge of the target. 
This type of test is considered to be the most realistic as it most 
accurately simulates a cyber-attack which someone launches from 
outside the company. 
- Grey Box Testing: The Grey Box assessment is a form of 
penetration testing where the hacker receives limited information on 
the target. 
This test most accurately simulates an insider attack which could be 
conducted by someone employed the organization. 
- White Box Testing: The hacker obtains all the necessary 
information, therefore, imitating the type of attack the internal 
company employees would conduct to test the security of the 
network. 
- Web Application Testing: We offer this to our clients to ensure the 
protection of confidential customer information requested by web 
applications. 

Penetration Forensics 
 

 

 

 
 



 

 

   

Due to the growing nature of the Information Security and Cyber 
Crime threats, Crest Advisory Africa focuses on an Information 
Security Risk and Vulnerability Management approach that 
delivers results based on indisputable Information Security Risks 
and Vulnerabilities, and not just on best practice audits. 
Information security is the collection of technologies, standards, 
policies and management practices that are applied to information 
to keep it secure. However, why is it important to ensure the 
security of information? And how should it be managed? 
 
It is vital to be aware of information security because much of the 
value of a business lies in the value of its information. Crest 
Advisory Africa built its methodology on three essential pillars 
which are crucial for the success of projects of this particular 
nature and your business: 
• Confidentiality - Only the people who have a right to view it 
can access the data. 
• Integrity - Data can be relied upon to be accurate and 

processed correctly. 
• Availability - Data can be accessed when needed. Failure to 
comply with the requirements of these Information Security 
Guidelines may lead to disciplinary action. 

 
Crest Advisory Africa would like to invite you to request a proposal 
for us to provide your company with detailed information on how 
we can help you secure your valuable information. 

Vulnerability Assessment 
 

 

 

 
 



  

Information security has been a major topic of discussion 
throughout the last couple of years, with no signs of breaches and 
attacks slowing down. Several organisations have faced high-end 
data breaches with millions of stolen credentials. Across the world, 
hackers are taking control of networks, locking away files and 
demanding sizable ransoms to return data to the rightful owner. 
From phishing attacks to ransomware and advanced persistent 
threats attacks, these days it is not a case of IF companies get 
breached, but more of WHEN. 
 
Despite the heavy investment your business may have made into 
ICT security technology, none of these systems are completely 
full-proof. And criminals and scammers are placing more focus on 
the elements of your business that you have less direct control 
over-your employees. 

 
Poorly-trained staff can unknowingly create security 
vulnerabilities. In fact, a study of 887 companies spread across 30 
countries found that in the previous year "employee error” caused 
42% of data breaches among the surveyed businesses. 

End-user Awareness programs 
 

 

 

 
 



   

Data Recovery is the art of salvaging data from corrupted, 
damaged, failed or inaccessible media that cannot be accessed 
under normal operating standards. Crest Advisory Africa 
understands the importance of our client’s data, and transfers that 
importance to ourselves. Be it pictures of your loved ones, student 
projects or crucial business information, we treat each case with 
the utmost of importance and confidentiality. 
 
We feel that Data Recovery should not be an option that only 
wealthy corporations or individuals can consider, but that it should 
be available and priced so that even smaller companies and 
normal individuals can afford it too. 

 
We can recover data on a wide variety of media and multiple 
platforms, including: 
- 3.5" Desktop Hard Drives 

- 2.5" Notebook Hard Drives 

- 1.8" Hard Drives 

- USB Memory Sticks 

- Digital Flash Discs 

- Microsoft 

- Linux 

- Unix 

- Mac 

- OS2 

 

Data Recovery 
 

 

 

 
 

Your damaged 
media is probably 
the only copy of 
your lost data, 

don't take chances 
with it, bring it to 
Data Recovery 

Specialists. 



  

“Your own personal digital defence team” 

Cybercrime is hastily becoming one of the most talked-about 
subjects in the business world, mainly due to the drastic 
increase of cybercrimes and the negative impact they have had 
on businesses. 

Almost a third of the world's organisations are or have been 
victims of cyber-attacks, thus making cybercrime the second most 
common form of economic crime worldwide. 

 
Less than 40% of organisations take necessary action to prevent 
a cyber-attack and its consequences, leaving more than 60% of 
businesses susceptible to attacks. We at Crest Advisory Africa 
focus our services on reducing cybercrime, and we take pride in 
assisting our clients in preventing this epidemic know as 
cybercrime/hacking, causing them financial loss or damaging their 
reputation. 

Don’t be a victim, be prepared. 

Cybercrime biggest security 
threat to the modern business 

ONLY 

32 37 34 

affected worldwide 

by cybercrime 

of organisations 

are prepared 
global increase in 

economic cybercrime 



 

 

 

  

 

Name Position Cell no. Email 

Nico Snyman Chief Executive 
Officer 

+27 76 403 4307 nico@crestadvisoryafrica.com 

Helene Blom Senior Executive 
Associate 

+27 83 321 8901 helene@crestadvisoryafrica.com 

Kobus Theron Executive 

Associate 

+27 82 779 0514 kobus@crestadvisoryafrica.com 

Corrie Botes Executive 
Associate 

+27 82 607 1497 corrie@crestadvisoryafrica.com 

Carli Fourie Associate +27 76 167 7228 carli@crestadvisoryafrica.com 

Dominique JvR Associate +27 84 466 0854 dominique@crestadvisoryafrica.com 

Callan Jacoby Associate +27 65 855 0299 callan@crestadvisoryafrica.com 

Offices  +27 10 447 3539 
+27 10 447 3540 
+27 10 447 3541 
+27 10 595 4675 

 

Providing professional, affordable, result driven investigations and 
assessment of any digital device or computer network are at the 
core of what we do. We have a reliable team equipped with best 
in the field tools and technology to assist our clients regardless of 
what their needs may be. 

 
If you are in need of any of the services, we provide feel free to 
contact us: 

Contact Us 
 

 

 

 
 


